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Cam Shilling founded McLane 
Middleton’s Cybersecurity and Privacy 
Group in 2009.  His expertise includes 

managing information privacy and 
security risk assessments under both 

domestic and international laws, 
preparing and implementing written 

policies, workforce trainings, addressing 
day-to-day information privacy and 

security issues, investigating and 
remediating breaches and other 

incidents, and handling governmental 
audits as well as consumer lawsuits 

asserted against organizations.

Information Privacy and Security

Outline of Presentation

1. Regulatory Landscape: What Does the Law Require?

2. Risk Management: What Is the Process for Compliance?

3. Cost of Compliance: How Can You Manage the Cost?

4. Questions: What Else Do You Want to Know?

5. Appendix: Text of Applicable Law and Regulations
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Regulatory Landscape

RSA 189:66, V a/k/a HB 1612

• Risk Assessment in compliance with minimum standards

• Remediation and written policies

Governance plan to minimum standards

Inventory of applications, devices, users, and providers

Vendor management policy, diligence, and contract

Incident response plan, and acceptable use policy

Regulatory Landscape

DoE Minimum Standards: NIST 800-171

• Mandatory Periodic Assessments

• Quality Authentication Controls

• Quality Access Management

• Communication Safeguards

• Media/End Point Protections

• Configuration Protocols

• Physical Safeguards

• Network Integrity

• Maintenance Routines

• Logging and Auditing

• Personnel Security

• Mandatory Training
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Regulatory Landscape

DoE Minimum Standards: Example Controls

• Password Complexity and Changes

• Lockout for Failed Logon Attempts

• ***Multi Factor Authentication

• Least Privilege Access Controls

• Mobile Device Management App

• Encryption for Remote Access

• Encryption of Data in Motion

• ***Encryption of Data at Rest

• Routine Vulnerabilities Scanning

• Automated Patching and Updating

• *** Advanced Threat Detection

• *** Network Access Control

• *** Sys Information Event Mgt

• Network Segmentation

• Physical Security for Network Equip

• Monitored Security for Network Equip

Scope of Protected Information

• Student personally identifiable information under RSA 189:65
 Name and address of student, parents, and family members

 Identifiers (does not have to be in combination with name)

 SSN, date and place of birth, and contact information

 Email and social media accounts

 Credit card, insurance, and other financial account numbers

 Other information that would permit identification of student

• Student and parent information listed in RSA 189:68

Regulatory Landscape
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Scope of Protected Information (Continued)

• Teacher (staff, etc.) personally identifiable information

 SSN, date of birth, contact information, and email

 Performance evaluations (and other personnel information)

 Other information that would permit identification of individual

Regulatory Landscape

Additional Information to Protect

• PII under NH law, PHI under HIPAA, COPPA information, etc.

• Other types of sensitive or confidential information

Risk Management

Information Security Compliance Process

1. Assessment and Privileged Report: finish 1 month after start

2. Remediation and Vendor Management: takes 1 to 3 years

3. Written Policies: Governance Plan, Disaster Recovery Plan, 
and Information Use Policy

4. Training All Faculty and Staff: performed every 1 to 2 years

5. Repeat the Process: start over every 1 to 3 years
• Integrate security into operational processes
• Create a culture of security awareness
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Risk Assessment – Make the Decision

• Commit to start and complete the process

• Retain the external team members

• Schedule the dates for the interviews

• Schedule the technological diagnostics

• Organize the internal team members

Risk Management

Risk Assessment – Gather the Team

• District and school leadership

Ensure cultural acceptance across the company

Understand reasons for change and costs to comply

• District and outside technology leadership

Ensure understanding and acceptance of process

Long-term leaders and supporters for security

Risk Management
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Risk Assessment – Gather the Team (Continued)

• Experienced information security legal counsel
Privilege for risk assessment process and report
Manage communications with district leadership
Translate between tech, educational, and legal

• Technology security consultant 
May (or may not) be existing managed service provider
Expertise with security, not just technology
Participation in assessment means efficient remediation

Risk Management

Risk Assessment – Asset Inventory

• Inventory devices, applications/programs, extensions, etc.

• Build from prior equipment lists and inventories

• Collect purchasing information from IT and business office

• Distribute/collect survey to/from faculty and staff

• Complete inventory through interview process

Risk Management
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Risk Assessment – Technology Diagnostics

• External vulnerabilities scan of firewall and IP addresses

• Internal vulnerabilities scan of networks and end points

• Dark web searching for school employee credentials

• Active Directory and email password cracking tests

• Employee phishing and social engineering tests

Risk Management

Risk Assessment – Interviews
• Key stakeholders meeting to kick-off interview process
• Information technology department and vendors
• Business office, finance/accounting, and human resources
• Principals, assistant principals, and front office staff
• Health center, nurses, and school counselors
• Athletics administrators and athletic trainers
• Special education, reading support, tutoring, etc.
• Maintenance and facilities inspections

Risk Management
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Risk Assessment – Information Lifecycle

• What does each department create and receive?

• Where is information stored and maintained?

• Who has access to, uses, and disseminates information?

• How is info transmitted electronically and physically?

• What info is disclosed to vendors and third parties?

• How is information disposed of or destroyed?

Risk Management

Risk Assessment – Privileged Report

• Report remains privileged

• Executive summary discussing key risks

• Categorization based on degree of risk and difficulty of remediation

• Tangible measures for remediation – discretionary decisions noted

• Timelines for remediation – presenting tiered approach

• Manageable – not just a list or set of impossible tasks

• Understandable – not written in techno-speak or legalese

Risk Management
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Cost of Risk Management Process
• Factors that Impact Costs
Number of students enrolled and employees within the district
Number of schools/other physical facilities operated by the district
Complexity of district technological and physical infrastructure

• Estimates of Costs
Small districts (< 1,500 students and < 4 schools): $15,000-$25,000
Medium districts (1,500-3,000 students and 4-6 schools): $25,000-$40,000
Large districts (3,000-5,000 students and 6-8 schools): $40,000-$60,000
Largest districts (> 5,000 students and > 8 schools): cost depends on size

Cost of Compliance

Questions?
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